See MS KB 301195   :

CAUTIONS : Never Share the C: drive.  Also, Do Not Delete "Everyone" on the Security tab of the Properties for the C: drive. In XP Pro,  do Not also  delete "System" or "user name\Administrators" . If you do, the O/S becomes unstable and the page file system information will be lost and programs will not run due to virtual memory issues.

This step-by-step guide describes how to configure security for files and folders on a network to protect data from unauthorized access. 

For example, assume that you get a call from Fran, the manager of your Accounts Receivable department. Fran has been working on several spreadsheets that are stored on a file server in your domain, and is concerned that employees who should not access these files may be able to open and edit the files. The files are in a folder named C:\Accounts on the server, and the folder is shared as Accounts. The share permissions on the Accounts share for Domain Users members are set to Full Control. Fran wants to allow the members of the Accountants group to edit the files and add new files, and the members of the Sales group to be able to read the files but not edit them. Fran should be the only person who can make any changes to the permissions, and no one else should have any access to the files.
 

Setting Security on a Folder

To configure folder and file security: 

1. Log on to the server by using your domain user name and password. 

2. Click Start, point to Programs, point to Accessories, and then click Windows Explorer. 

3. Expand My Computer, and then click the drive that contains the folder you want to configure. Right-click the folder you want to secure (for example, Accounting), and then click Properties. 

4. Click the Security tab, and then click to clear the Allow inheritable permissions from parent to propagate to this object check box. 

5. In the Security dialog box, click Copy.

NOTE: The inherited permissions are copied directly to this folder. 

6. To add a set of permissions, in the Properties dialog box, on the Security tab, click Add. In the Select Users, Computers, or Groups dialog box, double-click the appropriate user accounts or groups. When you have selected all of the users and groups to which you want to assign permissions, click OK. The groups and users you added, along with the Everyone group, are displayed in the top half of the Security tab. 

7. In the Name list, select each user or group one at a time, and then apply the correct permissions in the Permissions list. 

The default Allow setting for Read, List Folder Contents and Read & Execute Permissions allows the Sales group the appropriate level of permissions. For the Accounting group, for the Modify permission, click Allow, so that members of that group can add new files to the folder or edit the files in the folder. For Fran's user account, for the Full Control permission, click Allow, which allows Fran to read, modify, delete, and change the permissions on the folder and its contents. 

8. After you set the appropriate permissions, click the Everyone group, and then click Remove.

-----------------------------------------------------------

Also :

Folder security Win 2000

If you are using Windows 2000, there are a couple of ways you can secure your folders. One way is to use NTFS permissions. This requires that your hard disks are running the NTFS file system. If your system is currently using FAT, you can easily convert to NTFS from the Command Prompt by typing as in this example: "convert C: /FS:NTFS"

Once you have the NTFS file system, you can then specify permissions on any folder on your NTFS partition. You can even specify permissions on individual files. You set permissions on files and folders by right-clicking the object, clicking on Properties, clicking the Security tab, add and remove the users and groups you want to give/remove access to this object. Objects secured with NTFS permissions are only accessible from the local computer by users logged on interactively, and from among these users, only the ones with the relevant permissions will have access. Users on the network cannot access the object from over the network unless the object is shared, or the object is inside another folder that is shared.

The other way of securing folders on Windows 2000 is to use what is called 'Shared Permissions'. This is accomplished by right clicking the folder, clicking properties, clicking the Sharing tab. You then give the share a name by which it will be known on the network. This share will now be accessible by all users in the Windows Domain and outside the domain if they have the right username and password. Be careful when sharing resources, because Windows 2000 by default assigns the "Everyone" group "Full Control" permissions to your shared resource. You can only share folders and printers in Windows 2000, not files. Also, the shared permissions are not applied to users logged on interactively. Finally, assigning permissions to shares is done by right-clicking the object and clicking properties, clicking the Sharing tab etc.

Remember to always give the relevant users/groups permission to the objects, and to remove the Everyone group from the list. Another point is that NTFS is not required to share folders, nor to set Shared permissions to shared objects. So you can use FAT in this case, but you cannot share individual files. The files should be placed in Shared folders.

Now an important point is that, in Windows 2000, you can't set a password to the object you intend to secure. That would mean that all users who want access to the resource need to be informed of the password. Instead, the owner of the folder specifies which users can have what level of access to it. It is up to you, the user, to assign a difficult password for your user account, particularly the Administrator account. Many users carelessly leave their password blank.

As for Windows 98/ME, then shared objects are assigned passwords. But these operating systems do not support NTFS file system.

More info can also be found in Microsoft Windows 2000 Help, click Start > Help > Search > type 'Securing Shared Folders' or 'Securing Shared Drives'.

