128-bit Encryption
Encrypted data is referred to as cipher text. Encryption is the translation of data into a secret code.
Using a 128-bit secure encryption key there are 2^128 (  2128  ) possible keys - That is, two doubled on itself 128 times. It would take significantly longer than 10,000 years to crack a 128-bit key.
Example of key combinations : how many different combinations of numbers can you write using just these 5 numbers : 12345    Some results : 12345  23451  34512 45123 51234, etc.

Instead of 5 numbers, now try it using  2128  numbers – and in secret code language !!!
In cryptography, encryption is the process of transforming information (referred to as plain text) to make it unreadable to anyone  usually referred to as a key. The result of the process is encrypted information (in cryptography, referred to as cipher text). That is, in encryption, a key specifies the particular transformation of plain text into unreadable cipher text, or vice versa during decryption.
Of course the argument is that computers will keep getting faster, about doubling in power every 18 months.  That is true, but even when computers are a million times faster than they are now (about 20 years from now if they double in speed every year), it would then still take about 6 thousand, trillion years, which is much longer than the Earth has been around.  Plus, simply upgrading to 129-bit encryption would take twice as long, and 130-bit would take twice as long again.  As you can see, it's far easier for the encryption to keep well ahead of the technology in this case.  Simply put, 128-bit encryption is totally secure.
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Possible Key Combinations

billion (1,073,741 800)
trillion (1,097 728 000,000)
2 thousand quadillion (71,892,000 000,000,000

= 339,000,000,000,000,000 000, 000,000,000 000,000
plus a few trillion more !





http://www.inet2000.com/public/encryption.htm








