Network Troubleshooting Helps

By Dave Smith
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ipconfig /all ( or fix with /release /renew )

I. Networks

A. Did user change IP address

B. Do the LED lights light up on the NIC

C. Ping is used on all TCP/IP networks to verify connectivity

You can use a special address called the loopback address to test whether TCP/IP is installed and running properly on the local computer. The loopback address is 127.0.0.1. Pinging the loopback address will verify that TCP/IP is operational on your computer. A common routine for isolating connectivity problems and verifying connectivity on a TCP/IP network is as follows:

1. Ping the loopback address (127.0.0.1) to ensure that TCP/IP is operating properly on your system.

 Type ping 127.0.0.1 at the command prompt, and then press ENTER. If you receive four replies, ok. If you do not receive four replies, uninstall and then reinstall and configure TCP/IP:

2. Ping the IP address of the local (your PC’s) network adapter card. This will ensure that TCP/IP is bound to the adapter and will provide a check for duplicate IP addresses. 

3. Ping the default gateway on your network. This verifies that the local subnet is functioning and that packets addressed to other subnets will reach the default gateway.

4. Ping a computer beyond the default gateway, to ensure that packets will be delivered to remote networks.

Depending on the problem, network administrators sometimes execute these steps sequentially, and they sometimes execute the steps in reverse order. (If step 4 works, for example, you have a pretty good idea steps 1–3 will work also.)

II. Is the hub / router defective

A. Replace / switch  Cat 5 cable

B. Re-boot the hub

C. Could be a bad port on hub – switch cables around in hub ports to test

III. Is ICS setup on only the Host computer – should be!

A. Is the workgroup name the same on all systems?

B. Is netbeui installed? ( not needed for Win XP )

C. Is file sharing setup

D. Is tcp/ip bound to adapter

IV.  Peer to Peer Network Setups

First Make Sure:

1. NIC is bound to NetBeui ( not needed for Win XP )

2. All systems on network have same workgroup name
3. Allow File / Printer sharing

To setup Workgroup name:

1. Rt. Click network neigh.

2. Properties

3. ID tab

4. Workgroup ( abbrev. ws ) = abcnetwork or whatever

5. When logon screen appears ( this pertains to computer name ws03 for ex. ) : user=volunteer; password =clown for ex.

To Share a folder:

1. Rt. Click the folder to be shared. Do Not share the entire drive.

2. Sharing

3. Shared as

4. Type in the folder name

To map a network drive:

1. Rt. Click My Computer

2. Map Network drive

3. Type: \\ws03\My Documents (for example)
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Peer to Peer Network Printer setup

Important : The computer with the networked printer attached must be left on if you want to print on that  printer.  Also, on the security tab you must include Administrator as well as only the user(s) you want to have permission to print.

Go To Local Area Connections 

Use Start/Settings/Network and Dialup Connections. Find the Local Connection 
Click on the Properties menu selection to open the Local Area Connections window. Make sure File and Printer Sharing for Microsoft networks is listed among the components used by the connection.

With Printer Sharing enabled, you next configure the printer which is physically connected to the PC for sharing. Click on Settings/Printers to open the printer window. Right click on the printer you wish to share. Select Sharing from the menu to open the Printer Properties windows, which will open with the Sharing tab selected. 

PC Configuration 

After you've configured the printer for sharing, the next step is to configure PCs on your network to use the shared printer ( You don't have to do this on the PC to which the printer is physically connected ). 

Click Start/Settings/Printers/Add Printer. Hit Next and then Network Printer. Select the PC on the network with the shared printer you wish to use. Then click Next. Some printers can copy the printer drivers over the network to the PC to be set up. In other cases you will need to install your printer's drivers from the CD on to the system directly. When you click the Add Printer button the Add Printer Wizard welcome screen appears. Click Next and then from the above screen check Network Printer.

Locate your network printer in the list.
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Router

If you use Internet Explorer:Go to Start, Settings, Control Panel, Internet Options, Connections, and the LAN Settings button. Clear all checked settings in this window. Then, open your browser and select the Tools menu. Under Internet Options, click on the Connection tab and make sure that "Never dial a connection" is selected.


Do Not use the #1 port next to Uplink port

192.168.1.1 in browser

boot up order  : modem  router  pc

Go to   grc.com  & do Shields Up test

linksys.com/tech_helper/default.html

++++++++++++++++++++++++++++++++++++++++

mytechsupport.ca/support/topic.asp?TOPIC_ID=49

Peer-To-Peer Networking Checklist

This is a general list of things to verify if experiencing Peer-to-Peer networking problems

· All systems are part of the same workgroup

· All systems have different computer names.

· All systems are using the same protocol and preferably only one (e.g. TCP/IP).

· If using TCP/IP, assign different IPs to all systems unless using DHCP.

· If using  linksys.com/tech_helper/default.html  EtherFast Cable/DSL Router, see this link for support. This router uses DHCP.

· Make sure "Print and File Sharing" is enabled. Be cautious of these settings if using a broadband connection (e.g. Cable modem, ADSL...). Read  practicallynetworked.com/sharing/securnet.htm" \l "actions   article to secure your LAN.

· You will need to share something (e.g. drive, folder, printer...).

· Make sure your "Primary Network Logon" is set to use the "Client for Microsoft Networks" in the network properties.

· If some systems are running Windows NT/2000/XP, make sure it has user accounts for the Win9x/ME systems.

· Make sure you log in on bootup. Don't hit cancel, enter a username and leave password blank if you want. The next time you bootup, hit OK or ENTER (Win9x/ME). If using Windows XP for some or all systems, read practicallynetworked.com/sharing/xp_filesharing/03userpasswords.htm   article about blank passwords. 

· If not using a hub, you can only connect two systems using twisted-pair cabling as long as it's a cross-over cable. linksys.com/faqs/default.asp?fqid=20   has a good page that explains how to tell what type of cable you have.

· If using a firewall, make sure all systems on the network are on the trust list of your firewall software. 

· If you're planning to share your cable or DSL internet connection (using ICS for example), make sure the host system has two NIC (network interface cards) if not using a router. Read practicallynetworked.com/sharing/separate_nets.htm    article that explains why. 

· Want to share your Cable/DSL connection? Read practicallynetworked.com/sharing/sharingcable.htm    article for details.

· Using Windows XP? Need help with file sharing?
Read practicallynetworked.com/sharing/xp_filesharing/whole.htm    excellent article with step-by-step instructions on how to do this.
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Some Rules for Adding Windows XP to an Existing Network

· Even if it tells you to do it, don't run Windows XP's on the other networked computers. You want to make the Windows XP computer conform to the existing network. The Wizard wants to make the rest of the network conform to XP. (support.microsoft.com/default.aspx?scid=kb;EN-US;Q308522 )
· You must disable Windows XP's (ICF) on a local area network connection to other computers. If it's enabled on a LAN, ICF will block file and printer sharing. This is probably the most common problem in Windows XP networking. ( support.microsoft.com/default.aspx?scid=kb;EN-US;Q283673 )     
· To make most network settings, you must be logged on as a user that is a member of the Administrators group.

· Use the same protocol for File and Printer Sharing on all computers.

· Remove all network protocols that aren't required for a specific purpose.

· If you have multiple protocols, un-bind File and Printer Sharing from all but one.

· TCP/IP, by itself, works for all Windows networking functions. NetBEUI isn't necessary.

· If you assign IP addresses manually, use the same IP subnet on all computers

By Dave Smith

www.scriptco.net

XP File Sharing / Zonealarm Issues
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First Rule : Properly configure Zonealarm !!!!

Do ipconfig /all on all cpu's to get ip addresses.

To verify LAN connectivity between cpu's, ping the ip address of cpu A & B from cpu C. Do the same from the other cpu's. Ping the ip address of the cpu to which you are trying to connect. If they time out, they will not see each other. Zonealarm will cause this if not configured correctly.

Sample systems: 

192.168.1.100 ( host in a peer-peer ),

192.168.1.101 ( Dell unit ),

192.168.1.102 ( Dell unit 2 )

In ZA, on the Firewall tab, choose Main tab, put Trusted Zone Security at Med.

On the Zones tab  click Add at the bottom, choose Subnet, choose Trusted, put in ip addr of cpu's on the LAN & subnet. Put in a descript.
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More :

practicallynetworked.com/sharing/xp_filesharing/whole.htm

mytechsupport.ca/support/topic.asp?TOPIC_ID=49

Disabling Simple File Sharing is necessary in order to enable the creation of Access Control Lists for shared disks and folders:

Click Start | My Computer | Tools | Folder Options | View. Scroll to the bottom of the list of advanced settings and un-check Use Simple File Sharing (Recommended). 

